Introduction
Internet can be called as backbone of this modern era which includes interchanging of large amount of data between various communication channels.This modern era is dominated by paperless transactions in offices by means of E-mail messages, E-cash transactions, etc. In various business and commercial sectors, there may be some secret information like confidential information banking transactions, government information, credit information is transferred over web using social network, E-mails etc. So there is a need to develop a scheme that guarantee to protect the information from the attacker. Cryptology is at the way of providing such guarantee. The word cryptology is derived from two Greek words: kryptos, which means "secret or hidden" and logos, implies for "description". Cryptology comprises of two competing skills -concealment and solution. The concealment part of cryptology is known as cryptography. Cryptography is often called "code making." The solution part of cryptology is called cryptanalysis. Cryptanalysis is often called "code breaking".
[12]
Cryptography
The purpose of cryptography is to convert plaintext (message) to unreadable cipher text.
1.1.1
Terminology used in cryptography:[6] i) Plain Text: This is original message or actual secret message which person wants to send to other party. ii) Cipher Text: This is encrypted message which is output of encryption algorithm. Cipher text message cannot be understood by intruder because of its non-readable format. Is can only be decrypted by authentic user by using key. iii) Encryption Algorithm: This is the process of reconstructing plaintext into cipher text with use of key. iv) Key: This is also given as an input to encryption algorithm. It may be alpha numeric, numeric or may be a special symbol. v) Decryption Algorithm: This is the process of converting cipher text to pain text. It is a reverse method of encryption algorithm. Encryption algorithm takes place at the sender end and decryption algorithm takes place at the receiver end.
Goals of Cryptography
Cryptography renders lots of security goals to ensure the secrecy of data, unmodified data and so on. Following are the various goals of cryptography [13] . i) Authentication:  It must be achievable for the recipient of a message to make sure of its source.  An intruder should not be able to act as someone else. ii) Integrity:  It should be achievable for the recipient of a message to certify that the message has not been altered by an intruder.  An intruder should not be able to switch a fake message for an original one.
iii) Non-Repudiation:  The person who is sender/receiver of the message must not be able to deny later that he/she sent a message. iv) Confidentiality:  It ensures that information can only be understood by those who have permission to access the message. The cryptography is divided into two main classes depending upon the security key they used for encryption and decryption of text. 1.1.4 Types of Cryptography i) Symmetric Encryption: In symmetric key cryptography same key is used for encryption and decryption purpose i.e. key can be fetched from the decryption algorithm. The encryption algorithm produces the key and then sends it to receiver section where decryption takes place. It is much effective and faster than asymmetrical key cryptography [9] . Symmetric key encryption main drawback is that both the users need to transfer their keys in a secure way because if the key is compromised then whole system will be compromised.
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Ciphertext Plaintext Figure 1 . Symmetric Encryption ii) Asymmetric Encryption: In Asymmetric key cryptography different keys are used for encryption and decryption. It is also called as public key cryptography. It consist of two keys namely public key and private key. Public key is known to the everyone and is used for encryption. Private key is known only the sender/reciever of that key and is used for decryption. The public key and the private key are correlated to each other by any mathematical means [9] . Figure 2 shows working of asymmetrical key cryptography. In this type of attack it is assumed that only set of ciphertexts is available to the cryptanalyst. It is the weakest type of attack of all because cryptanalyst"s lack of information. ii) Known-plaintext attack: The attacker knows or can guess the plaintext for some parts of the cipher text. The attacker can now decrypt the rest of the cipher text blocks using this information. This can be accomplished by determining the key that was used during encryption of the data, or making use of some shortcut. iii) Chosen-plaintext attack: The attacker is able to have any text he likes encrypted with the unknown key. The attacker requires determining the key used for encryption.
Caesar Cipher
Plaintext letters: zxcvqwertasdfgmnblkjhpoiuy Ciphertext letters: JFOOFJJGFKJGLFMFGFFKKNKNKNV Consider an example where a plaintext is given with its respective key. If anybody wants to remember that key it is nearly impossible, so other option is to write the key but it can also be lost, stolen or forgotten. It is necessary to create a key which need not to be written [1] . Therefore various algorithms were proposed to solve this problem. Caesar cipher is one among them. It is called by many names like shift cipher, Caesar"s code or Caesar shift. It is one of the simplest and most widely known classical encryption techniques. It is an example of a substitution cipher method [13] . It was used by Julius Caesar to communicate with his army. Caesar decided that he would be shifting each letter by three places left, and so he informed all of his generals of his decision, and then he sent them that encrypted messages [13] . One of the strengths of the Caesar cipher is its ease of use.
It is a type of substitution cipher in which each letter in the plaintext is replaced by a letter by shifting some positions. For example, suppose shift is 3, A would become D, B would be replaced by E, and so on. As with all Monoalphabetic substitution ciphers, the Caesar cipher can be easily broken [1] . The encryption can also be act as a substitute for modular arithmetic by first replacing the letters by numbers, according to the scheme, A=0, B=1… Z=25. Encryption of a letter by a shift n can be representing mathematically as:
(1) Similarly, decryption can be represented as follows ( 2) The key can be remembered easily because there is of the pattern in it. Sender and receiver just needed to remember the shift.
II. Proposed Algorithm
In this section, the main algorithm which is used in the proposed system is described. The proposed system, which is used to encrypt the text, is divided into the following 3 main phases: Phase-1: Creating Ciphertext1: In this phase we open a file and read it stream by stream. The stream is converted into block of 8. Now the block is XORed with array of key generated by Random Number Generator. Now the block created will be used as key for the second stream. Phase-2: Applying Caesar Cipher: The Ciphertext1 is encrypted again using algorithm Caesar Cipher. Phase-3: Creating Ciphertext2.
Each above phase consists of number of sub-phases. The detailed description for each of above phase is described as follows. The flow for proposed system is as depicted in Figure 3 This proposed algorithm we created two Ciphertexts because if the file contains two same words they should be encrypted differently. This algorithm also contains two keys. The first reason for having two keys is that this will helps in increasing security. As we know that if the security is compromised then the whole system will be compromised. So it is most necessary and important to make security of key as unbreakable as possible.
PHASE 1:
Step 1: The first Step is reading text stream by stream from a file. Stream must be converted into block of 8. So length of the first stream is calculated.
• If the length of the string is greater than 8, 8 characters from the starting is taken to create a block.
• If the length of the string is found to be less than 8 then padding by 0 is done. In this way a string is created of size 8. For example if the first string is "hello" then it will become "hello000" for converting it into ciphertext1. Else if the string is "encrypting" then it will take only "encrypti"
Step 2: Keys are created • Key 1: The first key is created by using "time" and "date". For e.g. if today"s date is: 13-06-2014 and time is 22: 56:54 so the required key will be 22565420140613. So if the intruder has plaintext and algorithm and try"s to create a new file even after 1 second then also the text will be change and the authentic user will know that the file is modified.
• Key 2: The user will enter a random number and according to that number a Random Number Generator will create a number Between 1 to 1000. For e.g. if user enter 34 as a random number then the Random Number Generator which is an inbuilt function in C# will produce a number say 991. Both the keys are encrypted in different pattern so that if the intruder can able to guess the first key he/she will not able to compromise the system because the second key will protect the integrity of the system. After encrypting the first and second key the key is written to the output file.
Step 3: Random array is XORed with block of plaintext By using key1 and key2 as input to Random Number Generator an array of 8 numbers is created. For example [1, 2, 3, 4, 3, 2, 0] . If the block is first block of the file then the string is XORed with random array generated let give name as "A". "A" must not exceed from 25 so for each ciphertext1 which will behave like a key for another blocks they are divided by 25. For second block "A" will be XORed with the second block let give name it as "B". "B" is divided by 25. Then "B" will be XORed with third block and so on.
PHASE-2: Applying Caesar Cipher
Step 4: The Ciphertext1 is again converted into the real length of string.
Step 5: Generate timekey for the Caesar Cipher In this step timekey for the Caesar cipher is generated. The timekey is generated by the KEY1 by summing each and every digit of Key1. For e.g. if Key1 is 22565420140613 then the timekey created for Caesar cipher is 2+2+5+6+5+4+2+0+1+4+0+6+1+3 = 41.
Step 6: Generation of Secret key by timekey + Key2 + String Length for Caesar Cipher.
In this step the secret key for the Caesar cipher is created. The Secret key is created by combining three parts. The first part is timekey which is created in the previous Step (Step 5). The second part is Key2 which is created in phase 1 and the third part if finding the length of the string. So the Secret Key will be sum of timkey, Key1, String Length Step7: Split the string into odd and even position characters.
As the step is clear itself. The string is divided into two arrays. The first array is of the characters which are placed on the odd position in the string and second array is of characters which are placed on the even position in the string.
Step 8: Reverse odd and even position characters.
Step 9: Apply Caesar cipher on odd position characters from right to left and decrease key by 1.
Step 10: Apply Caesar cipher on even position characters from left to right and decrease key by 1.
Step 11: Merge even and odd position characters. PHASE 3: Creating Final Ciphertext.
Step 12: From the string generated in the previous step file 1 st middle and last character and subtract them by 26. Step13: Repeat all the steps for each and every word till all the word are converted into ciphertext2.
Step 14: End. The decryption algorithm will work in reverse order of the encryption algorithm. First step is same for encryption as well as decryption i.e. reading the text string by string. Secondly 1st middle and last character is found then they are added with 26. Then split the ciphertext in even and odd position arrays. Applying Caesar cipher to both the arrays. Generate plaintext1 and with the help of Key1 and Key2 generate final plaintext.
III. Performance Analysis
In this paper, the popular algorithms including AES (Rijndael), DES, 3DES were implemented, and their performance was compared by encrypting input files of varying contents and sizes. The algorithms were implemented in C#.NET. Table1 and Table2 show the comparison between various algorithms [7] . Method  49  56  29  54  45  59  38  33  48  47  100  90  49  81  55  247  112  47  111  63  321  164  82  167  74  694  210  144  226  100  899  258  240  299  122  963  208  250 The task of performance analysis of the proposed system is accomplished by executing some experimental testing. For finding the performance of the proposed method some factors are considered. By comparing these factors with the other algorithms analysis is done 1. Tunability: It could be advantageous to be able to dynamically specify the encrypted portion and the encryption parameters correspond to different requirements. In this paper, tunability can have only one value either "yes" or "no".
2. Computational Speed: In many applications it is required that encryption process as well decryption process to be fast 3. Key Length Value: In the encryption process the key management is the important aspect that shows how the data is encrypted. The symmetric key algorithm uses a variable key length therefore they use longer key. Hence, there is a need of key management. 4. Encryption Ratio The encryption ratio is the measure of the amount of data that is to be encrypted.
Encryption ratio must be small to reduce the complexity. Table 3 shows comparison between various techniques on different factors [8] 
IV.
Conclusions And Future Scope In this paper, the author proposed and implemented an approach for text encryption and decryption. Proposed technique for secure transmission of Plaintext file has covered many limitations and security threats of older techniques of similar kind. Increasing levels of security provided in proposed algorithm including the block transformation, XOR technique, randomized bits and use of modified Caesar cipher. The algorithm itself has many advantages for increasing security. The use of two key gives double security. The polyalphabetic approach to Caesar cipher makes proposed algorithm both secure and easy to implement. The use of different key generation algorithm secure proposed application from various attacks.
From the implementation and testing results it is concluded that the proposed method is suitable for many types of text files like Excel, text, and word document. The algorithm is independent of machine i.e. if the other system has the application installed then he/she can encrypt the file and send encrypted file via internet and receiver can decrypt it. The computational speed of algorithms depends on the size of the text file to be encrypted or decrypted. Another main feature of this method is that it satisfies the properties of Shannon"s Confusion and diffusion and Kerckoff"s law so without knowing keys it makes decryption nearly impossible
Future Scope
• Security of the key can be improved.
• Encryption time and Decryption time can be decreased.
• In case of Caesar cipher any other algorithm can be used
